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                    				We deliver advanced cryptography on your servers for full protection for your user IDs, files, and messages.

Keep your user accounts secure with SecSign ID’s next-generation mobile authentication and keep your data encrypted on-site SecSign Portal, all with complete control of your confidential information.

MORE INFORMATION ABOUT ON-PREMISE



    	           Technical White Paper

    	           Technical White Paper

                

        
Looking for detailed manuals that cover all the features and functionality of SecSign ID or SecSign Portal?



 
































    	           Platform independent solutions

    	           Platform independent solutions

                

        
	Easy integration with existing IT infrastructure
	Support for existing SQL database systems
	SecSign ID mobile user authentication via Internet or Intranet
	SecSign ID mobile app supports multiple ID servers
	Each app installation can support multiple user IDs
	Full installation and integration support available
	Connection support available for LDAP, active directory, and similar services
	Customizable installations for complex single sign-on architectures



    	           Installation Options

    	           Installation Options

                

        
Choose your installation setup:

On-premise installation of the SecSign ID Server

-or-

Use of our Cloud SecSign ID Server for secure authentication of your products

-or-

Combined on-premise installation of SecSign Portal and SecSign ID Server

More Information

    	           System requirements on-premise solutions

    	           System requirements on-premise solutions

                

        
The requirements on the operating system of the SecSign ID Server depend on the installation type and on the database option you selected.

	Installation Type	Operating System	Database Type	Database Options
	Own Server Installation	Any OS supporting Java Runtime Environment, f.i.

Windows, Linux or Mac OS (AIX and many other possible)	Using an existing database server	
	IBM DB/2 LUW Version 10 (*)
	IBM DB/2 AS400
	IBM DB2 z/OS Version 10 (*)
	Microsoft SQL Server 2012 (*)
	MySQL (with InnoDB storage engine) Version 5.1.30 (*)
	Oracle Version 10 (*)
	PostgreSQL Version 9.0 (*)
	Other SQL databases with custom integration



	Using a free database (optionally on the same server as SecSign ID Server)	
	Derby (supplied by default)
	MySQL (with InnoDB storage engine) Version 5.1.30 (*)
	Oracle 12c Express Edition (*)
	PostgreSQL Version 9.0 (*)
	Maria DB Version 10.1



	Ready-made or turnkey Virtual Appliance (VMWare or VirtualBox)	VM: Linux Ubuntu 64-bit	Using pre-installed database	Oracle 12c Express Edition


(*) or later versions


    	           File Storage Hardware Requirements

    	           File Storage Hardware Requirements

                

        
File storage

	The SecSign ID only requires minimal file storage for non-confidential files in the database (no passwords are generated, used or saved in your database or server.
	Even with >2000 user 1GB is sufficient for the database files (in addition to the requirements for the database)
	We recommend 2 GB tablespace for the database (for all active files plus temporary files and database log files)


	Components	Requirements
	CPU	
	1 CPU Core recommended for > 2000 user (in addition to the OS)
	No additional CPU Core required for < 2000 user



	RAM	
	2 GB recommended (in addition to the OS)
	No additional RAM required for < 2000 user



	Disk	
	For a database not installed in the same VM only space for the log file is required.
	We recommend at least 1GB of storage for storing log files ( Log files are zipped daily and overwritten monthly)
	If the database is installed in the same VM, the file storage has to be added accordingly.






                    			


					
 

                
 

            
 
        
 

        
                

        
                

        
        
            
                
                    
                        Your own ID-Server

                        On premise installations of SecSign ID offer the flexibility to connect with your preferred servers, services, and devices. And you can customize the SecSign ID with your own organization’s branding.

                        Learn More
                    

                    
                        
                    

                

            

        

        

        
        
            
                
        		Latest Blog Posts, Updates & Features

                            
                                SecSign ID Server passed FIDO Certification

                                
                                    We are happy to announce that the SecSign ID server has passed the official FIDO certification program of the FIDO Alliance. This will allow you to use the complete FIDO2/WebAuthn standard for passwordless 2FA sign-ins in your exi ...
                                

                                Mehr Lesen 
                            

                        
                            
                                Two-Factor Authentication with Fido2 / WebAuth

                                
                                    The FIDO2 Project is a set of standards developed by the FIDO Alliance and the World Wide Web Consortium (W3C) to create a strong authentication protocol for the web. It consist mainly of the WebAuth standard for the browser part  ...
                                

                                Mehr Lesen 
                            

                        
                            
                                Protecting the Home Office VPN with 2FA

                                
                                    In the recent weeks, home office work has increased potentially. And while employees are practicing social distancing from their home computer, attackers are working hard to exploit security issues in this situation that is unfami ...
                                

                                Mehr Lesen 
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Contact Us




Sales

Want to learn more about SecSign’s innovative and highly secure

solutions for protecting your user accounts and sensitive data?

Use our contact form to submit your information, and a SecSign sales representative will contact you within one business day.




Product Support

If you need assistance with an existing SecSign account or product

installation, please see the FAQs for more information on the most common questions. You don’t find the solution to your problem? Don’t hesitate to contact the

Product Support



I am Interested in SecSign ID 2 Factor Authentication
SecSign Secure Portal












 
















 










Do you intend to use SecSign ID in a private or business environment?

PrivateBusiness






Do you intend to operate the SecSign ID Two-Factor Authentication server On-Premise or in the cloud?

On-PremiseCloud

What's the difference?






Do you want to use our SecSign ID apps (with our design)? Or do you prefer to integrate SecSign ID into your own app, with your own corporate design?

We build your company SecSign ID app - with your corporate designSecSign ID app from the AppStore (no individual design)SecSign ID integrated in the existing company app

What is a custom 2FA app and how do I integrate the 2FA in an existing App (SDK)? 











What kind of system do you want to secure?

Windows:

Active DirectoryOffice 365Credential ProviderRemote DesktopOWA (Outlook on the Web)

Schema Extension:
---
with Schema Extension
without Schema Extension



Atlassian:

JiraConfluenceCrowdBambooBitbucket

CMS:

WordpressJoomlaDrupalTypo3

API's:

PHPJavaNode.jsASP.NET/C#CoAuth2

VPN & PAM:

Cisco ASAUnix/Mac PAM

Apps:

Apple Apps2FA App SDK

Other


























 
















 










Do you intend to use SecSign ID intern or commercially?

InternCommercial






Do you intend to operate the SecSign ID Two-Factor Authentication server On-Premise or in the cloud?

On-PremiseCloud











Do you intend to use SecSign Portal and the Two Factor Authentication with...

IOSAndroidDesktop MacOSDesktop PC






Do you want to use our SecSign ID apps (in our look and feel)? Or do you prefer to integrate SecSign ID into your own app, with your corporate design?

SecSign ID look and feelWhite Label
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